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oPM ,
Internet of Things (loT)

A Internet of Things (loT) refers to the interconnection of
everyday things, often accompanied by intelligence.

O A platform that interacts electronically, sharing specific
information and data with the world around it.
O loT applications are already being leveraged in diverse
domains, such as
O medical services, smart retail,
L customer service, smart homes,
O environmental monitoring, industrial internet.
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oPM  loT Example - Growers

 Who is Flex for? - https://www.growerstech.com

/

- FLEX is a cross platform that
helps Ag-professionals easily
and accurately create fertilizer
plans that improve field ROI
and reduce waste based on

Large-Scale Growers comprehensive fertility

algorithms and field-proven

verified data.

Make your
recommendations

personal with FLEX



https://www.growerstech.com/

oM
loT “Parts”

Hardware - Software - Network
Sensors - Microcontroller - Internet
Microcontrollers programing - Device to device
Network components - Sensors programing - Cloud
Data analytics (including - Connection protocols
Big data)

Cross aspects: Security, costs, time, connections...




oPM
So, what we will see today?

Understand the complexity of loT development
See some of the different loT development aspects
Understand the need for system thinking

See what we can focus on for students - give examples
from real life



oM . .
In this Presentation

OPM - a methodology for system engineering
OPM model for loT development

Sensors

Sensors data

Security

loT system example
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Object-Process
Methodology
(OPM)



=
OPM - Object Process Methodology

- Avisual and textual language for modeling
systems and phenomena of all kinds:
- Natural
- Human-made
- Any combination of the above
- Recognized as ISO 19450
- Developed By Prof. Dori
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Only two OPM Things:
Objects and Processes
Object: A thing that exists or Battery

might exist physically or depleted]) | charged
informatically. '

Process: A thing that
transforms or might transform
one or more objects. Charging changes Battery

from depleted to charged.

10
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A OPD.-
{ Hethng sty of Liing = Object

] Process

0 P M Vv Diagram

Solar Heat Greennouse
O Atmosphere O P L -0 bJ ect
P D Escaped Heat R PFOCESS
Temperature
+ — Language

OPL
Global Warming is physical and systemic
0 p L Global Warming changes Quality Of Living of Human Group from high to low
Global Warming changes Temperature of Earth from low to high.
Global Warming requires Greenhouse Gas Set.
Global Warming affects Atmosphere and Earth.
Solar Heat initiates Global Warming, which consumes Solar Heat.
Global Warming yields Escaped Heat.
Industrial & Private Activity is physical and environmental.

Human Group handles Industrial & Private Activity.
Industrial & Private Activity yields Greenhouse Gas Set.
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OPM loT

Development
System



=
OPM loT Development Methodology

OPM-Based loT E:gﬁ)rsag?;:

Developing System Method Set

Embedded

Device Set
A
OPM-Based 4 OPCloud
loT Developing /|
loT System
Stakeholder
Group

N
L low ] [high }

System
Understanding &
Development
Efficiency

loT Syste% \
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OPM loT Development Methodology

OPM-Based loT

Developing
System
OPM-Based loT
Developing
Q
Conceptual
Modeling
OPCloud
Q Computational
Modeling <<
Trade Space System
Exploration Optimizing
Method Set

<&
Device Set ’

< =1 .
bt

=
O ’> prototype
Embedded

loT System
Stakeholder
Group

A

loT System
Modeler

conceptual

f ]
optimized loT System

> > tested
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OPM loT Development Methodology

loT System
Modeler

System Optimizing

Operation
Selecting
OPCloud

Selected Operation

‘ simulate l configure \explore

computational
D
c [ — loT System
System Configuration Trade Space optimized
Simulating Set Defining Exploring RS

Optimization
Satisfying

Optimization
Data Set

loT System
Modeler

‘Optimization Satisfying

‘Optimization
Satisficing

v

Optimization
Concluded?

L yes J L no System

Optimizing

c
loT State
Updating

3, loT System

optimized
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OPM loT Development Methodology

OPCloud

A

OPCloud
Simulation &
Execution

Opcloud
——  Multi-instance Model
Setting Option

Trade Space
Exploration
Method Set

Pareto Front

OPM-Based loT

Developing System
Optimization

Data Set

C.onﬂguratlon Simulation

Trade Space Outcome Set
System
Slmulallng
Configuration Simulation
Set Trade Space Outcome Set

Configuration
Set Defining

. -~
o)

Configuration
Set

Simulation

ULLLALLES Outcome Set

Trade Space
Exploring

?

SD1.1.1is a view OPD, derived from SD1.1.

OPCloud consists of OPCloud Simulation & Execution, OPCloud Multi-
instance Model Setting Option, and Pareto Front.

Trade Space Exploration Method Set consists of Pareto Front.
Optimization Data Set consists of Configuration Set, Simulation
Outcome Set, and Trade Space.

OPM-Based loT Developing System consists of Optimization Data Set.
System Simulating requires an optional Configuration Set, OPCloud
Simulation & Execution, and an optional Trade Space.

System Simulating yields Simulation Outcome Set.

Configuration Set Defining requires OPCloud Multi-instance Model
Setting Option, an optional Simulation Outcome Set, and an

optional Trade Space.

Configuration Set Defining yields Configuration Set.

Trade Space Exploring requires an optional Configuration Set, Pareto
Front, an optional Simulation Outcome Set, and Trade Space
Exploration Method Set.

Trade Space Exploring yields Trade Space.
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Sensors

= What do we want do measure?

= What exactly the sensor measure?
= What precision we need?

= What is the sensor limitations?

= How is the sensor data received?
= How much does it costs us?



=
Transducer (2nn»)

A device that converts variations in a physical
quantity, such as pressure or brightness, into an
electrical signal, or vice versa.



oPM
Strain Gauge - =nawT

Strain
sensitive pattern

Tension:
area narrows,
resistance increases.

Compression:
area thickens,
resistance decreases.
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Measuring strain gauges

- The resistive changes are very small (~0.1%)

Full-bridge strain gauge circuit

R1 R3 .
L.} strain gauge strain gauge
(unstressed) * (unstressed)
IN 0 0 ——
Rz R4
_ @ "/ oy \ «
—/
= 4-\ /4- =

Vout = [(R3/(R3 + R4) — R2/(R1 + R2))] * Vin —n =
strain gauge strain gauge
(stressed) (stressed)

H
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OPM  Load Cells

STRAIN GAUGE

DELICATE WIRES

CONNECTOR

STRAIN GAUGE

DOWN STQPSTRNN GAUGE

STRAIN GAUGE

Tension

Compression

Wire: Thicker and Shorter

Compression

Tension

Wire: Thinner and Longer
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Force sensitive resistor (FSR)

Shunt Mode Force Sensitive Resistor

ACTIVE )
AREA

ADHESIVE —— 3

Vo

4
> ?,,’/ FLEXIBLE
S SUBSTRATE

CONDUCTIVE )
FiLtmM

Thru Mode Force Sensitive Resistor

—_—
a

PRESSURE-SENSITIVE
LAYER

FLEXIBLE
SUBSTRATE

ADHESIVE
LAYER

Resistance

®—® - Resistance
A—A - Conductance

Force

Conductance




=
Capacitive Force Sensing

Similar concept to FSR.
Measure capacitive properties
More accurate

More expensive
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Pressure sensing maps

PPS (https://pressureprofile.com/) | — iEEE?~

https://www.tekscan.com/
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Sensors Data



Y
OoPM

The Wagon Wheel Effect

Sample 1 Sample 2

. [Flocldo o

Sampled @ @,«

Sample 3
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Nyquist-Shannon sampling theorem
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Aliasing - ninnm

LAYy

nNATN 70N 197 LPF — 0 h 002 N7 1w Y
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2OWYT 0

Signal 06 White Noise ) T, =0.01[sec] F_100[Hz]
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Moving Average
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Original signal - no noise
T

!
0.015 0.02 0.025 0.03
Time [sec]

moving-average filter, Window Size = 6
T T

L L
0.015 0.02 0.025 0.03
Time [sec]

T, =0.0002 [sec] F_ 5000 [Hz]

L L
0.01 0.015 0.02 0.025 0.03
Time [sec]

moving-average filter, Window Size = 20
T T T

L 1
0015 0.02 0.025 0.03
Time [sec]
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FIR & IIR filters

Finite impulse response
y[n] = box[n] + byx[n — 1] + -+ by[n = N] = XN, b; - x[n — i]

Infinite impulse response

yln] = o+ (box[n] + byx[n — 1] + -+ by[n — N] +

—aly[n—l]—azy[ —2] = —ay[n—M])
(Zl o bix[n —i] = XLy a;y[n — j1)
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FIR vs IIR

- FIR IR
= Always stable = Harder to design
= Better phase behavior = Not always stable
= Requires more coefficients = Recursive

=  Shorter

FIR and IIR are similar to: Auto-Regressive Moving Average (ARMA)
Different disciples with different terminology
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Security
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Security related characteristics of loT

Always connected

Mlnm?al Ul | Usability
Perceived as appliance

Cheap
Interacts with the physical world
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Network topology - ntn
AN & s
- Client
- Server ‘
==

- Peer-2-Peer / Mesh "
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Attack types

- Open services
- Rogue server

- Server

- Application

- Physical access
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Cross System Aspects - Security

Impact analysis

Asset identification -

+ Functions

Flight

Function uncti
* Management
Data proc

* Resources

FMS

l g

Threat condition
Consequences if an asset looses
+ Confidentiality

* Integrity

+ Availability

Functional breakdown
+ Aircraft
*| Multi-system

Liifpeies *+ 1System

+ Very strong
Strong
Medium
Low

No impact
Introduction to the System Security Risk Assessment— September 2020 - Stephan Marwedel — 1IVP2




aﬁﬁ Cross System Aspects

Security measure

Everything which reduces either the likelihood of a |
successful attack or the severity of an impact is a security measure |

Examples of security measures Effectiveness
* Dedicated technical security function *+ Based on a scale from 1to 30
+ Technical function already part of the system baseline * Normally between 1and 10 for real security measures
+ Technical function identified by another processes, e.g. *+ Higher numbers mean more effective security measures
safety * Even the minimum effect 1 may reduce the likelihood
+ An operational procedure suggested by the
manufacturer or already performed in service
Prerequisites of an attack
Availability of technical information and possibly bespoke
equipment
Accessibility of system interfaces
Necessary skills

R R T ———————— T R T

(123456 110 11112113114:15/161718/1920 21122.2324252627282930 Threat paths

A threat path starts at the threat vector
and ends at the target

Threat vector may be a
+ Physical interface

* Logical connection

+ Equipment

A threat vector is also called a threat
entry point

Threat path example with refinement
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Cross System Aspects

Risk grid
Very likely Low _ High High
Likely Low - High
Unlikely Low -
Very unlikely Low Low -
Extremely unlikely HEY Low Low

Highest risk Lowest risk

302928272625242322212019118171161514131211110 9 8 7 6/5/4 3 2 1
Very strong ENEEEEEEEEEER
Strong EEEEEEEEEEEE
Medium |
Low IR

The risk scale is colored according to the impact level

Impact level
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The Internet of ransomware things...

ON STRIKE
UNTIL YOU
SEND MONEY

ACCOUNT
OR I‘LL ONLY

Yme NEXV‘Ié TIME
OU LEAVE, ITAL
IL BE COST YOU 100
BURNING THE BUCKS TO GET
TOAST IF YOU BACK INTO THE
DON‘T GET HOUSE, UNLESS
ME SOME YOU GIVE ME

—
YOUR DIRTY

DISHES CAN - |

WIRE MY

WAIT, I’M
HACKER $#100

BUSY MINING
BITCOINS.

OR I'LL REVERSE
1 MY MOTOR AND
BLOW DIRT ALL
OVER THIS
PLACE/

$75 NOW!

EXCUSE US
WHILE WE -
PARTICIPATE ‘-
INADDOS (A==
| ATTACK.

IL START
YOUR CAR, BUT
ONLY TO TAKE

YOU TO YOUR
BANK TO MAKE

IF YOU DON'T
SEND US CASH,
YOUR REPUTATION
WILL BE IN THE
TRASH.

A TRANSFER.

SEND ME $25 OR
ILL TELL EVERYONE
ON YOUR SOCIAL
NETWORK THAT YOU
WERE STUPID ENOUGH
TO BUY AN INTERNET-
CONNECTED BROOM/

30 BUCKS IN
BITCOIN, OR NEXT
TIME I SMELL
SMOKE, I MIGHT
JUST LET YOU
SLEEP.

MY ALARM
SYSTEM IS
GOING TO GO
OFF RANDOMLY
THROUGHOUT
THE NIGHT,
UNLESS YOU
“DONATE”.
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Reverse Sensing
System Example



=
loT System Example

An example of a system including:
* Conceptual modeling
* Quantitative modeling
* Simulation
« Connecting to real hardware (sensors, microcontroller)

45
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Reverse Sensing System - Ford
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Reverse Sensing System Textual Overview

This system incorporates four different sensors in the rear
bumper.

The reverse sensors work by emitting audible beeps when it
detects that something is behind you. These beeps will
increase from a slow beep to a faster beep as you get closer
to the object.

The system also reflect it as visual light display.

If the vehicle continues to move toward the object, the
system will emit one long, connected tone.

This system is designed to help the driver become more
cautious and safe while backing up.

47
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Reverse Sensing System - SD

Reverse
1 Sensing
System

— Sensor Set

Reverse

Sensing Light Display

Driver

Audible Beeps

[ low H high }

Safety Level

48
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Reverse Sensing System - SD1

Object I
Reverse Sensing
@

Sensor Set

Reverse ‘l
Sensing
System Sensor Set Data
O
=51
SN
Alerting Data

LED Set
2" Audible Visual
2. > Messaging
Light Display

— Busser q
Audible Beeps

49
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Simulating

Sensing
2

Reverse

Sensor Set

O Q
O
Light Display
>7
Driver ‘ A
Audible Beeps

Safety Level

50



oM Simulating Multiple System Configurations

‘ C ‘ B ‘ A A
7 L % System Power System
@ L sy : > m % Consumption Costs Instance Ref# 71
- 45 15.5 12
Execute according to the selected 40 114 2 3
model instances 50 15.69 3 4
45 11.59 4 5
30 7.69 5 6
25 3.59 6 7
i . . i 60 18 7 8
- The simulation runs in a loop according to the 55 13.9 8 9
‘ 45 10.19 9 10
selected instances 40 6.09 10 11
. . . . 40 10 11 12
- If we define 20 configurations (instance 35 59 12 13
combinations) to be simulated, and we run the o o 12]‘5‘
simulation 100 times, each configuration will be 35 7.94 15 16
. o 30 3.84 16 17
simulated 5 times. i 1095 7118
40 6.15 18 19
30 7.75 19 20
25 3.65 20_21




W [ ] [ ] [ J 12
0PM  Optimization  |=-

- Searching for the best
system configuration on
multi-objective problems

B
- Using Design-Structure =
Matrix (DSM) based methods ..
- Applying graph database
querying using Neo4) s T— =
integrated into OPCloud o e —

Progress Status:Creating triples from flatten OPM model

52
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O0PM  OPM Stereotypes for attributes:
Security as an example (mass, price...)

. Security Level
SSSSS ty Computing
A
Security Level .
1 {sn ecurity Level

7 s
Calculating ()

— alculati
| 11.30] | ; @
-
nt

Process Security
Level [] {psl}

BE )

1 nt

[ float | J

r - 1..30 ] [ '

Type | string { [ ! » % | float J
L char | Type in

ooooooo

w

=

=
(=]

o
g 2
2 o

o p .
Q

53
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O0PM  OPM Stereotypes for attributes:
Security as an example (mass, price...)

/" <<Security Level ™\ Security Measure
Computing>> r—" Set {sms}
. User Identifyilig;/

—

A
= | | L
5P R R
Security Level : .
—_Calculatingof RFID Card {rc} Password {p} Blom?g:; Scan
“User Identifying_~
<<Security>> <<Security>> <<Security>> :
Process Security Contactless Smart 4-Digit Password 8-Digit Password I;i;ieu:t?;“sy::n
Level of User Card {csc} {4p} 8p} natanca (5}
Identifying [] {psl}
. U
[1..15]
= Security Level i
of cOnzcuess Security Level of Security Level sg?;’r:':g Les"g:f
Smart Card [] 4-Digit Password of 8-Digit Tnsta ry ;
{sh 04sh Password [] {s} nstance ] {sl}
R — — oGyt
S | 2 | e (7]

54
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Hardware-in-the-Loop (HIL)
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Hardware-in-the-Loop (HIL) simulation

Hardware-in-the-Loop (HIL) simulation is a method for
developing and testing embedded systems.
Entails embedding parts of the real hardware during the system
development.
Allows to thoroughly test the complex control device in a virtual
environment.
Provides advantages of:

 Earlier testing in the development process

« Reduction of testing costs

- Increase of test coverage

« Better test repeatability.

o O 0O O

56
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Simulating

Reverse
Sensing

Object

Sensor Set

O Q
O
Reverse ‘ S
Light Display
’
Z
Audible Beeps

Safety Level

57
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Updated model to include the calculations

Ultrasonic Sensor HC-SR04 is a
sensor that can measure 5 —o0~~v0—
distance. It emits an ultrasound ki

at 40 000 Hz (40kHz) 03CM <15 <9MA  2-450CM

In order to generate the
ultrasound %ve need to set the RESOLUTION ANGLE CURRENT  DETECTION RANGE

Trigger Pin on a High State for 1. \CC
10 ps. That will send out an 8 .
cycle sonic burst which will 2. TRIG
travel at the speed sound and it

will be received in the Echo Pin. 3. ECHO

4. GND
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Updated model to include the calculations

the speed of the sound

SPEED OF SOUND:

is 340 m/s or 0.034 1 ((( (( ( v o0s s
cm/ S | )) )j) a TIME = DISTANCE/SPEED
For getting the p : ti_?é! R
distance we will 2o $7Ux 0Oz
multiply the duration

by 0.034 and divide it
by 2
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Updated model including calculations

Actuating
Duration
Sensing ()
Sensed Duration
[ms] {dur}
L —0a
value

/

Q

Data Preparing

Sensor Set Data

Connected to API at URL: http://localhost:3000/DUR

Distance
Calculating ()

J*

R return parselnt((dur*0.034)/2);

Distance [cm]
{dis}

value

Alerting Data
A Light On

A Sound To Make

Distance [cm]
{dis}

value

Data Preparing

Action Deciding
0

V]

Decided Action

green yellow

!

e

Light On [] {led}

value

AN

if (dis > 20) { return 'green’;} else if (dis > 10) {retun 'yellow'; } else {return 'red";}

| Wy
\ lvi

Sound To Make
0 {sound}

value
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Updated model including calculations

Light On [] {led}

value

— LED Set

—— Light Display

// <

\ . Displaying () / i _

Alerting Data

Sound To Make
[1 {sound}

— \ value ‘

“ " Audible Visual Messaging ™\

Busser

Light

Y Connected to AP at URL: http://localhost:3000/sendToSerial

N

Audible Beeps



ov Model Execution with HIL




Thanks for listening!

Experience OPCloud, Cloud-based OPM modeling:
https://www.opcloud.tech/



https://www.opcloud.tech/
https://www.opcloud.tech/

